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Office of Surveillance Commissioners

Welcome Home About us ~ How we work ~

Contact us

Home

Home

B B I EE (Surveillance Commissioners)

Advice and guidance ~

E=—

OSC Procedures and Guidance

Useful links

security services.

carries out its functions.

which our authority is derived:

The Office of Surveillance Commissioners is responsible for overseeing the use of covert
surveillance by designated public authorities based in the UK, and by the Police and Customs
operating within the Sovereign Base Areas of Cyprus. We do not oversee the intelligence or

The OSC is judge-based and entirely independent of Government and all other public authorities.
Its modest budget is funded by the Home Office but the Home Office has no control over how it

Our aim is to provide effective and efficient oversight so that the conduct of covert activities by
public authorities is human rights compliant in accordance with the following legislation, from

RIPA 2000
RIP(S)A
Police Act 1997

Protection of Freedoms Act
2012

Statutory instruments
Codes of practice
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Worldwide How governmentworks Getinvolved
Policies Publications Consultations Statistics Announcements

Surveillance camera code of
Selfassessment tool
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Third party certification scheme
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Status updates Maps Fares & payments Help &«
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M  Privacy & cookies  Surveillance cameras

Surveillance cameras

This page explains how Transport for London, including its operating
subsidiaries, use personal data collected via Closed Circuit Television
(CCTV) and Automatic Number Plate Recognition (ANPR) camera
systems across London's transport network.

v Camera systems we operate v London Overground

v Why we operate cameras v Trams
v Camera locations v TfL Rail
v Length of time we keep personal data v Taxis and private hire vehicles

v Keeping personal data secure v External guidelines and best practicg

@sing your personal data

v Raise a concern

¥ Sharing personal data
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* International Mobile Subscriber Identity D&

— 274 v 7L 4] | E¥EIF—60%115p.1-4 (2015)
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» Cell-Site Simulator Warrant Act
of 2021 (H:Hh R A iRiE)
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HiJs AN CED b - 56 % R
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https:

Section 1. Short title

Mr. Wyden (for himself and Mr. Daines) introduced the following bill; which was read twice and referred

To amend title 18, United States Code, to regulate the use of cell-site simulators, and for other pi

This Act may be cited as the “Cell-Site Simulator Warrant Act of 2021”.

www.govtrack.us/congress/bills/117/s2122/text

117TH CONGRESS
1ST SESSION

S. 2122

IN THE SENATE OF THE UNITED STATES

June 17, 2021

Committee on the Judiciary

A BILL

32

IR T TWE T2 OB E Ww
IDIFENE LBEWVATT, BEIELTRTOE
BERDOIMSIF v N—=ZPELTLEVE T, ZOR
MBLDOEDONAT 4 VLA TT, TNIE, N
ZFE DR T MBIZH WA A LS AR S %
TEoTWETOTEMAIIELZY T35, —~FEH
RO ONY ZFOBGTF, IMSIF ¥y =LAt
(2 B2 DR O EIE MO B, 2 O ERS
DBER, BEOT) TIZWALETOERTTOHDY
ML, BEOWEHEFOBEE2HMT LI LT
T9. IFWICHFALATT TN EDHRA 2 EELZ L

WA ZET, EHTHbRTWET, AHEDITK
AT - VI35 VOMNEBELZEEXILD-DD,
HEBIUCIANZIDAT 4 ¥ 7 LA ZflioTLE LD
ARSI EVI A IZVnbIRTWE T, BFEof
W2 ZoHEAHE s THE L7,

ZDOIMSIF ¥ v F v — 22V TIE, 20204E 12K [
MACHBEES RS TuEd, Mtk > Tid,
SIRFERTBEZALDHD T T,

LAY — 2123 2/METT A, BERDITREMS3E
TlE [7— 7 BRE AT ORE - xRz
TWRWVWEWI)DOPRRTT, Thr#ifils 470

7



[EEE] T--yRBRRERRORESE ~FRERZDORE?

Wi F9 29 LT AL L T
BIBEL. T bbb aIRTeidvneEEz o FEF T,
% OB GBS Z ) LzERZ LTVWE T,
IhedbEncid, =220 L7H LR
Y ), REOHS, 77 A0, BEEO)
B —F v 7 TY. FAHBITRERIEZR oD £
FTWTL LI,

T LTy [ USRS 3 C kb B,
F= W BROBRTNC T 5B EEZTH2 L, OF
D, SRR ED BEICOVTOHGHASE T L
WEWH VBT, TOFAEII O W TIEFRYT
3% SLEBORFICR T 5720, EFOMRTIEE
RabAbBiFIhTtnwhnkBnEd,

L1 v — 2 EREAIRRZDRERE

LAY —20MERHTETHAE L ) —20fE L
T BRIV TEBFELLAVwERWE S, b
2L, BEIGEMEELSE LTRD SN D /A
LE L7, & MERRAECRRIAERZVDY
B HARME L V) ST T X 72144 (1969) 4o
WEBAREEHRAIHE ) T s 7 T H
TFEVI AT TOHELTTA, TEEZR > TWEFE
72O EBER T, BRETEEZET, V7
W TFERIZVRILEERS72DT, TOWE5HE
WLz A, WEEENPEIPL V) e
FrbNHETT, REmRIIHEe L. EELR
HEND M DTAICIEH o TAEY ITHRIES
TOWHHEEH L, EBOF L =T, 29 L72#H

B COWBIIOWTEELG & L CRAM, LB,
MU UL EP /2L L L,

DX R IE RO, BkETY, &2
B G H, BEBEzT - Tw s EH#EREZIZOW
TIFEREFIE b E LA EZ R L S
HYFHA, BRURESZEMEIE V) &, Fx
R HWR FENLIE D725 WA A LB AT B IVE
LTV, AR08 7 B FH A O BRIZ 1969 4 1237
Td ) BREETIIHBEL L IRV, BEIZITK
EOWEREPEBEIN T TR S T 572 <H
b TwEd, ZOMBEIZOWTIEL I3,
20204EDHE AV 2 —FHEEDY VEY Y LTE
MmLLELA. S, [karvea—%] Lw)
MEREICHEBINRTVWIETOT, L RZFLELZR
TL7ZEw (39545 HUF),

ST LAY —20#ETFHEICHEL T, tamfis
I E O WA S, FEiBH L 0 FEBH % R
SNAHHEOFIZIE, BITEGPSZ LI L T, GPSD
W I E G - BRI 2 LB EINLDT
EEFPREVTIED, BITRZREIERELEE
BHRWEEZLEZHTODVET, THILEZHOD
TFOY -2 REIIUTRIOTCATILLE). Thb
L, RIGEOL AL EEEAE L EN TSN T
WELRATERLELIICEZ TR ERA
T, foiddkT — 713 BH»RVDIFTT»S)
B2 TERMIN TV L DT, FEEOGY
S tpichreEZONTET,

HEFEM IR D 22 i (S B3 2 TR HI Tk,
HIZT o HoTWAbr—AL LTKROH VDY

N 2 7 LER R

HulmPlPR2 141 H29H




A T+ 7 F b B TERA X F12X > TRE
LTV EICOWT, RFOBEEREE KIRR T,
L&A 7207 % B CREHIB s T E 97

HEFEAECTIEREELFEGRL V) T —2ADH D
3. ERABHOLM, (KA ZFH L THERD
FITVERAT A VT LTV EDBERENEL
DBUAIT KT 520D Z & TlRFESNIr—
AT, FEAREEICOWTIE, REWICRERT
IR T, COFHTIRMLZOBRED
BRELRATTIINED, SEAE LTHTET, [FE
WHHYFFL] LOZWHLIZATY, Eiddok

ERABEHO T # B EFHER L TVZATY,
ZIUHEH N3 D o 72 O TEHFLBAR %2 5K 6o THA-
RKOF—=THRMTCETEEDIDPo/2EVI DT
Fo MLETIE, VTR TE=FOMERK T
MEMAHLTEE WS 7 » A& WS B h 7
LETFTFHFEICOVTERMAL LGEEELTS
HPAH TV ET,

) L ETED T AL TP T 20 DA
T4 FT¥o BMA44EDTERFFHE T TR L V)
DBI=aTIVOFILELRY 471 TT, SOEN
BEFEAED LI, =27V THE, LA d T,

-~__ N o R N 14 - ~ ™, / - — ‘\ \gA
Wt PP 1 84FE 6 H 2 9 H (E R FF) I TN
D
o o o [T AS PE VL E Y a
TEMEAE L (—5EE) / i
| |
s HZVHTIEH, BAES 1 14d0L BT, 222, BEMRERLAZ, WHE, €74 A708340wL6
BLAEIN, Lad 29 v BUEIcbhzY . HH, £iE W{// PR L0 7K
o EHETHEAEZRITTAIRIC. Ny SHOANYOTICAREZETAH AT TH 5Ty WhIFKE LI +
BT, WEANDITHZIZITHERNCIRELEZDDTHY, ZORICOWVWTIE, #EANAOBE T VRL
T. AU LIY Ol A D178 % Wit ic ik / K& @":,J
[F7oY
o R OBH ORBEFOREARH T o2 9 HREICRE L Th I NATHEZRIC> W, 2O I
B2 RBECEBEEZ LT TRV x AW N )
J o T | AEEToiRE
o AEOFBTEREE (2L, BIT. €7 ARES0MEkD) 2, AEE LMY L B0 o0 28N BT T LN —
KHBEVIRETHoT, FRIFOFIZEML T3 L EED LT, BEICETINE L VIR O IR A AR
¥
s A FAREER. ABENRIRCHELZ Y a YOXBENTHBIL TWw 3 HE A%, BHOEEED
EFANIATTCRELEZDDIGBE S, BENICLBHEAXRELZBAS LKL T, 7945y —
DREDONLEL O LIS B LBV LB ETET, aR2PEVRYBLZHFINEVETEETD
BEEARCIL, [WREH W] Tk, LENY LIRS 5 DA H Y
1o == F +- 4
Bifd - Bowad ko MR & R
Tk Ei7- A (AN 220 il
2471 =27 BT FE RRE HUERI S T
Al L] JLIRE RHIS44. 12, 24)
2472 H#) Bify AEEE RE 4 — v R 3 HM
Al L] JLIRE E-HS61., 2. 14)
2473 ) - Byl e RFFE FEE 1Ak
CRm@EHS63. 4. 1)
2474 EEi] e RFE RHE Hvh AMXES - RE
~==2 7 (KBthikHG6., 4. 27)
L5
2475 ~= 2T e FEE NRRE [El N i R
)] CEFHHIH1 8. 6. 29
2476 ~= 2T L e FEE B & 7 A [ — ks
LT (B=#H20. 4. 15)
* HUREEH22.3. 20 WA M SR, RS A H24.1 27 M SR PR (TIEE 66412451337 H)

9




[EEE] T--yRBRRERRORESE ~FRERZDORE?

TolFioTVAARIWELDIZY A 75T,

B 28 08 SR IR BRI T 1 RIS 2 i
FLLCEELELTVEY, ZoFETIIBAY
W14, ZIZ1 2 A ETE A AT %4B% 0w L6E
HELTHEHZDADR LI > T b A0S 2
JThBIRAEET, §o0LBHLTVWELE, —#
BRI SSHTWADTTH, FNIEFT7V2ED
ZHEPE R DX DFFEITI A o 72 85 2 BAS D
HHZEPT L W) 2 E T, ZOGOIWFIZON
TITEEZ L ENTATT I, FRUAMTEN OB
whELTWTHEELZELE L.

P IRITOBIATONTWAZ NS, AELET
THL TR LEIADHE AN LI2ZTFEEL
T T IANY—DEHRN LG 2 RO FTHATL,
COHEMTIE, BRSNS KB4 ¥ 5 F
BB EINTWLw) TEdbhroTwE T, 2o
72IANEDOR]T 8 0 ATRITHGE L T2k ) TY,
BARMICE ) W) s ibhCwierz s L, 4
1272 HARZRFET BHIT A — 5 — BN %2 BT X
HoTWVBEEW) T ENRDLILY T,

Z9 Lz, ok swz ke, RIMMIMERIZ
ERETHEW)HIMAH F L7z G LTl
PP R B2 CEERZEEINE L, 72 HChH
T2o CXHNEHEPTHETRZS L) %, AEEPAL
MANEPSLToLHE L Tz n) r—ATY, 4
RSB INLEAV D BRICEL > Tw
72v TOPEHHOESICHELLTH 7794 Ny —2
EOEGVIIMMOFR L TEVE L CEZHIRT
ATV ET, BHHEEICOWCEBER R A 720

BEBZELLLINIOTOr—RAEAH LRWET,
T TR, 29 LARIIREL &9 - THA
LTWb0Ohen)ZeTTIINREDL, TAY IOY;
Ay I VETHEIILTwE S, FIREIS 20
Iz 8 A
NYATAZDOWTWEEIR-Z Tz e RTAH
FLi)e THHDERMEFRFRTHFDLILTY
T3, FHFE. BEIIEAE L2 ESTWE AR
OB BRI F o N—% D Z EDTRETH 5.
EPSZFIVIHERIZOVTIZT IA Ny —DHiF
H Y FEA. AL THE ST SR EEH
TIEHEWwWL, 2/ FDTDF U N—DF—F3HT
HESNL L, BWMHEH SN Z 2 E 50T,
EEEITV RV, ZHOV) kR L L7,
ELHL EFTuETheEd, gt vwiInil
WG EPLTAHAERONTVEONRDLI) THA
o, EIROBEPATHRMA TR TORMGEE, &
REW> TR TVBERIRIEDRVTT, Fk
BililddH ) FEADS, EAEFRE, 20754
7 ARIIHERTE T A BE MLV Tik
HENC & > THBITRENE ) DG 2PN TVE T,
BWIEFLEEIICBIE4AGORE 2D EFR - =
MRZIZHzo TEIHFREVLELT L LV BIF4ALE
RIEAREE W) HERDOIHEOHIFIE, VY725,
HL Z—HicEzonN bt w)I EEmE oo
nNTwuiEd, KEKRHAREHTwIEAOT, $72
COWEIEZODVT VWL WEWIIRW TS, 727217
FICX MBS, SHLETZX 512, SHaiHHz2
JTThSH. HREFMALUEICENSLVWREDE

=
o ° o =
P AN

1) (FEEAEOEEEL LTl

2)  MAPERE=TT L o —ZEOE L
PR, SN, W, B o




B2z LTnTd, FHEMIZE I PE— LV TE
BALLD 2T,

PRSRR I DRIRE

ST, REERIESY -7y MEERIOFE T
=7y bR LW OREZIZE D 2w Z
NHL, HFhTHEIC R > TW AR ALZ A
AL BRREMOMETT, FEANEEINLTY
LEMTH I I Vo BT 2 B%E. &5 WVITIHES
NTVLOTERVRLBWE T, EEOERET
FiAE A X T MR RPSNSOEE T — % & HilE&H DG
HBHF— I XR=-Z2A2WETL VAT a8 s Tw»
4, UREDMEN LV, EIh5F—¥ 2 UE
TAHEDN, T—IRAEHIT -V IREEBEZHO O
o BT — ZIZEANTERIREL TRESI N Z VO,
T REHEIT -V REFICENEZEZAD LW
Do METHHBIZV S 2 il #DRET S
WeBRZ2 A9 % D7

) Vo el —YUAATYT, APDF . Thas
BEILTWDEW) ZETT,

PRRERREAMT 2 AU L7284 L ¢, sasbEIc e
ABRBEENN D 0% RTHFEL LI, HRTT
By COFHOMKIEZ Z T T LR FTRED X
IBENEDVHDFE L7z KA 6 ATTAN 7T AV,
AFY A, AT WM CHEERRS O3 AR IS
BT 2k L WIRHAMIIRE F L7z £ 913KE, 6 7
WK EFESISH T % . Report to Congressional
RequestershSH F L 720 20 @ 3 I3 k% BA A5 B 22 ik e ot

FRHLTWS, EWVWIDTY, 09 H 14FEEH
PR B R IFET 7202 OFHMEFHAL TV,
7T E2—fEFATLIEENZL VTS, 20T
Ca—thi v oid, EHEHE - AIEMCHRdKRE R
=T ERHoOTWLEEDLNTWAERETT,
FBLIMHE 1240007 AOBEERT— ¥ 2{4A LT
H5Z)TT, ZOBETTA, 1207 HEF X}

LT, ZOMHERDBHEZEHAL LA, LW
VSIS TWDEDON, T2, L s OFHIZON
TWREFHIHIEZBEAL A, §2b b HBBH L,
LIRWLE L7

RIZHFFTERTAHAELE ) TIANY—FRES
LWV ETAPEIELTCWET, HARLESTTIA
WY —FTHEIAMBM O EEFRIIL T ETH
5. 70T a2 —1h BRI & Al o 7o R
RCMP) DA} LT T T 4 /3T — i (Privacy
Act)TERT A EEERHYF L2, 7)) T4
E. COEBERICXLE, 0EHDHFF ANDEEHR
ZRAERZLIUELTVS, 2W0WIHIDTT, TIA4N
VR I T T OBURFRERILE = E A
BHEIAFZAPLIWE L BAE#RERHTS S
EEBELTVWDLIDTY, 06, A FFEEE. 6
SEDVEREDNET LIBICEEEZ YT T L B
FINT S5 L) BUFBIICEB T 2 k%247 b
ZUFNEFT ARZEBELTWET,

A4 F) X THERE (20204F) 75 T O FHRERRFAMN
2 o THFIA T, $EFRBED & BN AMEHLR
SLIENT 5 &) Hkh 720, K& ikin
ATWE L. &9 &) ZD6HIC. 77— RiEH

Bl : BT — % O AT

« 202 1453A»02EOEETHILA
A TR SNSDE T — & & HifEH D
HEET —2~x— 2% W&+ 2 [HHRG
AT L OB

* LT — R EINETIZDON?
% 7 — ZEEE T — XRUEB LA S D2 ?

. EEbREVORP?
Lk HEAET 2 B2 ?
*GERRE T 2HEREE T 200 ?

* T — 2 AEAERAEE CRES LT DR ?
* 7 — ZRAFIET — 22 (A CERES

J = —% IDTH o EERICHAMS
hﬂ%% SR gD w1725 (B) 1 8BS MR THE%
Q
~ky>7 ER Ziaiz/ BA AVIFI HhIZOER S
IveX | RK—Y | T B 547 | e

IR EA ER &F

EECERAL 2E0ERT 3AHLSERME

2020/9/13(8) 6:00 K= § 12 o ﬁ

Q «vopo

?g 7~ LEDERNSEIANS, BTRSREOBLNRS
- - o SECETSRANZRYA b (NS) BLORE
' = @5, BECRBL L EREORERT— 5~ LRA
.! g I3 "EREVATL) OEREHSILIENI2A, B

BT NOBRMTHD > feo

BEDREIEM L TWBANDRAPIRE L W\ > 1183
HENECHIBEL, BICRECERINTWS, —A. 77
ANY—DREICOLHBHNZLOB|ENB D, BRAREOL
BREERDBIEHHESR,

BRTHIAZHREATE2SB/=F
REX®HE

11



[EEE] T--yRBRRERRORESE ~FRERZDORE?

B9 %

<ifpH =% P

BHRE BN 2RI L 72 A1
a1 2 ] o B i) Bl 1

12/21/2021

4 >

20214%6H.
K - EEL BT
kBT oD #E A I
BH9 2 gk L WiEdE0°
TRS7 L 7-8%B8 2> &
R

7 R

<
o

United States Government it Accountability Office
Report to Congressional Requesters

June 2021

FACIAL
RECOGNITION
TECHNOLOGY

Federal Law
Enforcement
Agencies Should
Better Assess Privacy
and Other Risks

TEHRRRNEAN « BRI TREE X 7 7 4 N —
Lt ) R 7 ICHEY T e A AV R K]

ZNEE

47

12/21/2021

HRIEAILZETO T A4 7T OHEBBRBAMAEH o
T, BHINBRZOMPICO VT, FENZHKZ
NS RE, IR ZH S 2T RE, Fhskl
ZIBTARE, LHICAERHL TV E0E )RR
L. EERY =7y POREICOWTEH DA
T2 RE, 2L CHERN 2T RE2
LR L-0 T,

WRIEIFINTT . D4 HIZERINGES AN I 22 [
B2 ATE - 72 AR OIEZ BLHI T2 L v
IV EITHIMLE L2 SHIZHAD AT 4 7123
KELHBEBENTHE LA, 6HI% > T, EDPB

(kM7 — & R#ESi%) LEDPS (KM 7 — & fR#EE:
ZREB) BEFTIOHRKONEERALTLLE LD
2y ATZRFIH U 72 BRI 12 & 2 AdL 22/ T o
ANEROPSEEFILT L EIBE LT, &b

SIIERBEINTVWREVWERVWE T, 255013
DL D PICEHETT,

PLEo, K- 35 - BRINOB) X 55 ORBITIRD
£ % b DT MBANGHRE L L7 B3 TREEI 1k
T EE - WA - BPAMME R & o 7o plT L 72 BR B R
ANZAEARE R AEHFIELTVSL LWV T EHNT
norHbrh) 9, FHINTY L4 o (FHEH#)

12



il ab

e 20215 6HA. 774V —FKEABY

V7 e 2 — i O BHEREREN & i o 7ol
% (RCMP) 0 #1377 4 -~ v — R

(Privacy Act) ICiE K 3% & &

e 2V T vva—#F3 0EMOHF L ANDHE

FREZRAEACINEL T2

o TIANY —REEIT, N X OBUFHEE

BBV EBBECHF XN OIREL 2
BAEREFMAT 2 L2 LT3

© AT LR, BEBEPEREET B

Search priv.ge.ca

Home = OPC News = News and announcements

News release

RCMP’s use of Clearview Al's facial recognition technology violated Privacy Act, investigation
concludes

privacy I release draft guid.
to establish clearer rules potentially new laws

NOTE: A teleconference for journalists will be held this morning. See details below.

on police use of FRT; launch consultation with stakeholders in

GATINEAU, QC, June 10, 2021 - The RCMP’s use of facial recognition technology (FRT) to conduct hundreds of searches of a database compiled illegally
commercial enterprise is a violation of the Privacy Act, an investigation has found.
In a Special Report to Parliament, the Office of the Privacy Commissioner of Canada (OPC) shared its findings regarding the RCMP’s use of Clearview Al, a

technology company that was itself the subject of a previous OPC investigation. The OPC, along with its provincial and territorial counterparts, also announ:
the launch of a public consultation to help establish clearer rules and consider whether new laws are desirable.

KRBT AL 2EEICEEE XS
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Clearview Al was found to have violated Canada's federal private sector privacy law by creating a databank of more than three billion images scraped from
internet websites without users’ consent. Clearview users,

, such as the RCMP, could match photographs of people against the photographs in the databank.
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