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IV. Issues of Importance to the GAC

1.DNS Abuse
The GAC also emphasized the importance of taking measures to ensure that Registries, Registrars and Privacy/Proxy
Providers comply with the provisions in the contracts with ICANN, including audits.
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3 .Rights Protection Mechanisms
The GAC also acknowledged the economic consequences caused by online piracy and the necessity of taking measures
to comply with the contracts with ICANN, including disclosure of registration data.
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III. Internal Matters
4. GAC Working Groups
- GAC Public Safety Working Group (PSWG)

The GAC PSWG continued its work to combat DNS Abuse and promote effective access to domain name registration data. The
PSWG led a session to update the GAC on DNS Abuse that included:

3) a presentation from Japan on concrete steps for ICANN Compliance.
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IV. Issues of Importance to the GAC
2. DNS Abuse

The GAC acknowledged the importance of ensuring that registries and registrars comply with ICANN contractual
obligations.
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3. Accuracy
The GAC would like to reiterate that maintaining accurate and complete domain name registration data is an important
element in the prevention and mitigation of DNS abuse. The GAC gives therefore particular importance to the verification,

validation and correction of all registration data by registries and registrars, in line with their contractual obligations, and
supports rigorous monitoring and enforcement of such contractual obligations by ICANN.
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IV. Issues of Importance to the GAC
1. DNS Abuse
The GAC acknowledged the issue of “Registrar Hopping” a practice in which registrants seek
to avoid contract-based consequences for DNS Abuse by transferring their domains to a
different registrar in response to reports of abuse.
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IV. Issues of Importance to the GAC
5. DNS Abuse Mitigation

Building upon ICANN72 discussions on the topic of “Registrar Hopping,” where registrants avoid consequences for DNS
Abuse by transferring their domain names to a different registrar, the GAC discussed the scenario whereby the registrant
who seems to be the same is involved in multiple different abusive domain name registrations with the same
registrar. Registration data accuracy, as well as effective and continuous auditing of registrars by ICANN compliance,
could help reduce this type of DNS abuse. The GAC believes that cooperation with other groups and trusted notifier programs,
amongst the many options currently under discussion within the ICANN community, are worth further consideration.
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. Internal Matters

GAC Working Groups / GAC Public Safety Working Group (PSWG)
The GAC PSWG continued its work to advocate for improved measures to combat DNS Abuse and promote effective access to domain name
registration data. The PSWG led a session to update the GAC on DNS Abuse that included: 2) a follow-up presentation by Japan
regarding domain hopping and Data free flow with trust.
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IV. Issues of Importance to the GAC
5. DNS Abuse Mitigation

Building upon ICANN72 and ICANN73 discussions on the topic of “Registrar Hopping” and “Domain Hopping”
(strategies malicious domain name registrants use to avoid detection and responsibility), a presentation was
made by a GAC member sharing a national experience highlighting that these types of abuse continues and
it is important to encourage work in this area. The GAC encourages ICANN org to conduct effective and
continuous auditing of registrars to help mitigate this abuse.
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DNS Abuse Mitigation: ICANN’s Role and Contracts

Current contracts:

o ICANN'’s standard Registry Agreement required new gTLD registry operators to include
provisions in their Registry-Registrar Agreements (RRA) that prohibited registrants from:

m distributing malware, abusively operating botnets, phishing, piracy, trademark or
copyright infringement, fraudulent or deceptive practices, counterfeiting or otherwise
engaging in activity contrary to applicable law

e but need more than obligations to include language in downstream contracts;
need need enforceable provisions regarding how to respond to DNS abuse

o Registry Operators must “periodically conduct a technical analysis to assess whether
domains in the TLD are being used to perpetrate security threats, such as pharming,
phishing, malware, and botnets.”

m but what needs to happen next?

o ICANN'’s standard contract for Registrars requires registrars to promptly “investigate and
respond appropriately to any reports of abuse”

m Board 2/20 letter: “The RAA does not define, with any specificity, what “reasonable
and prompt steps to investigate and respond appropriately” means.

,—> Need for discussions focusing on reporting, handling, and enforcement of
contract terms focusing on DNS Abuse

(ICANN74 TDNS Abuse ] 2yiar B LURIE) https://gac.icann.org/presentations/ICANN74%20-%20DNS%20Abuse%20Mitigation.pdf



